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B-Kgvm© GÛ wmGgGm



B-Kgvm© Gi aviYv
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1.2 B-Kgvm© Gi msÁv

•AvaywbK WvUv cÖ‡mwms Ges Kw¤úDUvi †bUIqvK© we‡kl K‡i 

B›Uvi‡b‡Ui gva¨‡g e¨w³ I cÖwZôv‡bi g‡a¨ cb¨ I †mev gv‡K©wUs, 

weµq, ‡Wwjfvwi, e¨emv msµvšÍ †jb‡`b BZ¨vw` KivB n‡”Q B-

Kgvm©|

‡hgbt AbjvBb kwcs, B‡jKUªwbK ‡c‡g›U BZ¨vw`
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1.2 B-Kgv‡m©i ‰ewkó¨t

 me©e¨wcZvt

 ‡Møvevj wiPt

 AvšÍR©vwZK gvbt

 cÖvPzh©Zvt

 cvi¯úvwiK m¤úK©t

 Z‡_¨i NbZ¡t

 e¨w³MZfv‡e hZœkxj ev e¨w³KxKiYt

 mvgvwRK cÖhyw³t
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1.3 cÖ_vMZ evwYR¨ I B-Kgv‡m©i g‡a¨ cv_©K¨

‡UªwWkbvj Kgvm© B-Kgvm©

cÖ_vMZ evwY‡R¨ e¨w³MZ †hvMv‡hv‡Mi gva¨‡g 

cY¨ I cwi‡qevw`i wewbgq Kiv nq|

B-Kgvm© †UªwWs Kvh©µg B›Uvi‡b‡Ui gva¨‡g 

¯̂qswµqfv‡e we‡ewPZ nq|

cÖ_vMZ evwY‡R¨i †ÿ‡Î †µZv‡K cY¨ I 

cwi‡lev¸‡jv mivmwi cixÿv Kivi AbygwZ †`qv nq|

G‡ÿ‡Î cY¨ hvPvB Ki‡Z nq fvP©yqvwj|

GwU GKwU wbw`ó †fŠ‡MvwjK Gwiqv-‡Kw›`ªK

n‡q _v‡K|

me RvqMv †_‡K MÖnY I †`b-`ievi n‡q

_v‡K|

GwU †jb‡`‡bi  †ÿ‡Î cÖPwjZ wbqg AbymiY

K‡i|

GwU cY¨ †Wwjfvwii †ÿ‡Î A‡bK mgq wb‡q

_v‡K|

cY¨ †Wwjfvwi ZvrÿwYK n‡q _v‡K| GwUi †jb‡`b ¯^qswµqfv‡e n‡q _v‡K|

‡c‡g›U cÖwµqv bM` K¨vk, †µwWU KvW© ev

†P‡Ki gva¨‡g n‡q _v‡K|

GwUi †jb‡`b Iq¨vi UªvÝdv‡ii gva¨‡g n‡q

_v‡K|
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1.4 B-Kgv‡m © cÖwZôvb, †µZv Ges mgv‡Ri myweav

• ms¯’vi myweavt

• RvZxq I AvšÍR©vwZK cwim‡i cÖmvwiZ|

• wWwRUvj cÖwµq ˆZwi

• eª¨vÛ gva¨‡g ‡Kv¤úvwbi cÖPvi

• fv‡jv Kv÷gvi mvwf©m

• mnR, `ªæZ I Dc‡hvMx

• ‡µZvi myweavt

• 24/7 mvwf©m

• ª̀æZ cY¨ †Wwjfvwi

• c‡Y¨i gvb ch©v‡jvPbv Ki‡Z cv‡i|

• fvP©yqvj wbjvg

• Z_¨ mievin I Qvo cÖ`vb

• mvgvwRK myweavt

• N‡i e‡mB cY¨ †Kbv hvq

• c‡Y¨i e¨q n«vm Ki‡Z mnvqZv K‡i

• MÖvgxY AÂj¸‡jv‡Z cwi‡mev I cY¨ A¨v‡·m Ki‡Z cv‡i|

• miKvi‡K Rb‡mev Ki‡Z mnvqZv K‡i
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1.5 B-Kgv‡m © KvwiMwi I AKvwiMwi Amyweavmg~n

• KvwiMwi Amyweavt

1. AwbivcËv, wbf©ikxjZv I `ye©j cª‡qvM

2. B›Uvi‡bU †hvMv‡hvM

3. we‡kq mdUIq¨vi ev I‡qf mvf©vi `iKvi

4. KLbI KLbI we`¨gvb A¨vwcø‡Kkb ev WvUv‡em mn B-Kgvm© md&UIq¨vi ev

I‡qfmvBU GKxKiY Kiv KwVb n‡q c‡o|

• AKvwiMwi Amyweavt

• cÖ_wgK e¨q

• e¨enviKvix cÖwZ‡iv‡ai

• myiÿv / †MvcbxqZv

• AjvBb †U÷

• ª̀æZ cwieZ©bkxj

• B›Uvi‡b GLbI mnRjf¨ bq
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1.6 B‡jKUªwbK WvUv B›Uvi‡PÄt
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EDI Standard:

•UN/EDI FACT- RvwZmsN

•ANSI ASC X12 (X12) – hy³ivóª

•TRADACOMS- hy³ivR¨

•ODETTE- BD‡ivc wkí
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1.7 B-evwY‡R¨i cÖmvi /my‡hvM

• wekvj evRv‡i cÖ‡ek I M‡elYvi Aeva my‡hvM m„wó|

•Af¨šÍixY evRv‡ii `ÿZv Dbœqb I e„w×|

•gv‡K©wUs weµq Ges weµ‡qi cÖ‡gvkb|

•c~e©weµq, g~j Pzw³i Aaxb Pzw³, mievivn|

•A_© Bbmy‡iÝ|

• evwYwR¨K †jb‡`b-AW©vi, ‡Wwjfvwi, cwi‡kva|

•cY¨‡mev I iÿYv‡eÿY|

• ew›UZ mn‡hvwMZvg~jK KvR|

•cvewjK I cÖvB‡fU †mevi e¨envi|

•cwienb I jwRw÷K|

•cvewjK cÖwKDi‡g›U|
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ab¨ev`



B-Kgvm© weR‡bm g‡Wj

Aa¨vq-2



2.1 B-Kgv‡m©i e¨emvwqK g‡W‡ji g~j Dcv`vbmg~n kbv³KiY

• g~‡j¨ cÖ¯Íve

•AvqKi g‡Wj

• evRv‡ii my‡hvM

•cÖwZ‡hvwMZvg~jK cwi‡ek

• cÖwZ‡hvwMZvg~jK myweav

• evRvi †KŠkj

• mvsMVwbK Dbœqb

•cwiPvjbvKvix `j
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we2we weR‡bm g‡Wjt

• ‡bU gv‡K©U‡cøm:

B-wWw÷ ªweDUi

B-cÖwKDi‡g›U

GK‡PÄ

BÛvw÷ ª KbmwU©qvg

• ‡emiKvix wkí †bUIqvK©

GKK gv‡KU© †bUIqvK©

wkíwfwËK †bUIqvK©

2.2 we2we I we2wm e¨emvwqK g‡W‡ji eY©bvt

c„ôv - 16



we2we  B-wWw÷ ªweDUi

•GKK e¨emv¸‡jv‡Z cY¨ I cwi‡qev mieivn K‡i gybvdv AR©b

K‡i|

•GKwU dvg© Øviv cwiPvwjZ nq, hv mKj MÖvn‡Ki Pvwn`v c~iY K‡i|

• ‡iwfwbD g‡Wjt cY¨ weµq

• ‡hgb:- Grainger.com
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we2we  B-cÖwKDi‡g›U

• wWwRUvj B-evRv‡i cÖ‡ekvwaKvi ˆZwi K‡i I weµq K‡i|

• we2we cwi‡lev mieivnKvix, A¨vwcø‡Kkb cwi‡lev mieivnKvix (GGmwc) 

AšÍfz©³

• ‡iwfwbD g‡Wjt †jb‡`‡bi wd, e¨env‡ii wd, jvB‡mÝ wd BZ¨vw`|

• D`vniYt Ariba, Perfect commerce
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we2we GK‡PÄ

• GwU Ggb GKwU B-gv‡K©U †cøm, ‡hLv‡b cY¨ mieivnKvix Ges †µZviv

†jb‡`b K‡ib|

• ‡iwfwbD g‡Wjt †jb‡`‡bi wd, Kwgkb wd|

• D`vniYt Ocean conect

c„ôv - 19



BÛvw÷ª KbmwU©qvg

• wkí gvwjKvbvaxb evRvi¸wji wbw`ó wkí¸wj wWwRUvj evRv‡i Db¥y³ 

K‡i|

• ‡iwfwbD g‡Wjt †jb‡`‡bi wd, Kwgkb wd|

•D`vniYt Exastar
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we2wm e¨emvwqK g‡W‡ji eY©bvt

• weR‡bm Uiy KbwRDgvi weR‡bm g‡Wj ev e¨emv †_‡K †fv³v g‡Wj

n‡jv AbjvB‡b LyPiv weµZvi mv‡_ †fv³vi e¨emvwqK m¤úK©|

‡hgb - B‡e, A¨vgvRb, ‡Wj, Bb‡Uj BZ¨vw`|
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we2wm †cvU©vj

•GwU Ggb GKwU cøvUdg©, hv mvgMÖx Ges cwi‡lev¸‡jv‡K GKwÎZ K‡i|

• ‡iwfwbD g‡Wjt weÁvcb, mvew¯Œckb wd, †jb‡`b wd|

•D`vniYt Yahoo, Google, Aol, MSN

•cÖKvi‡f`t

• nwiRbUvj/mvaviY

• fviwUK¨vj/ we‡klvwqZ

• LuvwU AbymÜvb
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we2wm B‡Uªjvi

• HwZn¨MZ e¨emvi LyPiv we‡µZvi AbjvBb ms¯‹iY| hv `v‡gi ZvwjKv mieivn

K‡i ev AbjvBb ‡÷vi K‡i| †h‡Kvb RvqMv †_‡K cY¨¸‡jv †e‡Q wb‡Z Ges

wKb‡Z cv‡i|

• ‡iwfwbD g‡Wjt cY¨ weµq

• cÖKvi‡f`t AbjvBb e¨emvqx

• D`vniYt amazon, itunes, bluefly
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we2wm ‡cÖvfvBWvi

• wWwRUvj mvgMÖx

• m½xZ, wfwWI, d‡Uv BZ¨vw`

• ‡iwfwbD g‡Wjt mvew¯Œckb Kwgkb, weÁvcb, WvDb‡jvW †c‡g›U, 

A¨vwdwj‡qU †idvi

•cÖKvi‡f`t

• Kb‡U›U Abvi

• wmwÛ‡Kkb

• I‡qe GwMÖ‡MUi
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we2wm Uªvb‡RKkb †eªvKvi

•MÖvnK‡`i Rb¨ AbjvBb †jb‡`b cÖwµqv|

• mgq Ges A_© mvkÖq

• ‡iwfwbD g‡Wjt Uªvb‡Rkb wd

•BÛªvmwUª‡Z GB g‡Wj e¨env‡i myweavt

• A_©‰bwZK †mev mg~n

• ågb I AcmviY

• PvKix ¯’vc‡bi cwi‡mev
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gv‡K©U wµ‡qUi t

• †µZv‡`i Ges we‡µZv‡`i ms‡hvMKvix evRvi¸‡jv weKv‡ki Rb¨

B›Uvi‡bU cÖhyw³ e¨envi Kiv nq|

• ‡iwfwbD g‡Wjt Uªvb‡Rkb wd

•D`vniYt

• Priceline
• eBay
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mv©wfm ‡cÖvfvBWvit

• GwU mgq evPvq Ggb cwi‡levmg~n mieivn K‡i| G¸‡jv mvaviY

cwi‡levKvix‡`i Rb¨ myweavR©b I m¯Ív nq| gvwjK iv mvew¯Œckb wd, weÁvcb, 

cwi‡lev weµ‡qi gva¨‡g jvfevb nq|

• GwU GKwU mvgvwRK †bUIqvK© , hv GKB g‡bi AvMÖ‡ni gvbyl‡K GKÎ K‡i

Ges mvgMÖx fvM K‡i †`q|

KwgDwbwU †cÖvfvBWvit
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2.3 we2we I we2wm e¨emvwqK g‡W‡ji ’̄vcZ¨wfwËK g‡W‡ji eY©bvt

• we2we g‡Wjt
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mieivnKvix msµvšÍ gv‡KU© †cømt

G ai‡bi g‡W‡j mieivnKvix Øviv mieivnK …Z GKwU mvaviY gv‡K©U †cøm c„_K

MªvnK I e¨emvqx DfqB e¨envi K‡i| GKRb mieivnKvix wewµ I cÖPv‡ii Rb¨

GKwU B-‡m›Uvi mieivn K‡i|

mieivnKvixi

I‡qemvBU

‡µZv cÖwZôvb-

3 (µq-

‡jb‡`b)

‡µZv cÖwZôvb

(µq-‡jb‡`b)

‡µZv cÖwZôvb-

2 (µq-

‡jb‡`b)
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‡µZvmsµvšÍ gv‡K©U †cømt

• G ai‡bi g‡W‡j †µZvi wbR¯̂ evRv‡i RvqMv ev B-gv‡K©U _v‡K| wZwb mieivnKvix‡`i

c‡Y¨i K¨vUvj‡M weW Kivi Rb¨ Avgš¿Y Rvbvq| GKwU ‡µZv ms ’̄v GKwU wewWs mvBU

†Lv‡j|

mieivnKvixi

I‡qemvBU

(B-cÖwKDi‡g›U)

mieivnKvix-1 

(wbjv‡g WvK)

mieivnKvix-3 

(wbjv‡g WvK)

mieivnKvix-2 

(wbjv‡g WvK)
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ga¨eZx© msµvšÍ gv‡K©U †cømt

• G ai‡bi g‡WjwU‡Z GKwU ga¨ ’̄ZvKvix ms ’̄v GKwU evRv‡ii RvqMv Pvjvq, ‡hLv‡b

e¨emv‡qi †µZv I we‡µZv G‡K Ac‡ii mv‡_ †jb‡`b K‡i|

Z„Zxqcÿ / ga¨¯’ZvKvix

ms‡hvM K‡i

†µZv I we‡µZv‡K

we‡µZv-1

we‡µZv-2 we‡µZv-4

we‡µZv-3
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we2wm g‡Wj t

• GB g‡W‡j †fv³v I‡qfmvB‡U hvq, GKwU K¨vUvjM wbe©vPb K‡i, K¨vUvjM Av‡`k †`q 

Ges e¨emvwqK ms ’̄v‡K GKwU B-‡gBj ‡cÖiY Kiv nq| AW©vi cvIqvi ci cY¨¸‡jv MÖvn‡Ki

Kv‡Q ‡cÖiY Kiv nq|

c„ôv - 32



• we2wm Gi ¯’vcZ¨ g‡Wj wZb ai‡bi –

• E-retail
• Brick and Click retail
• Virtual mail

Z„Zxqcÿ / ga¨¯’ZvKvix

ms‡hvM K‡i

†µZv I we‡µZv‡K

‡fv³v-1

‡fv³v-2 ‡fv³v-4

‡fv³v-3
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2.4 wm2we I wm2wm e¨emvwqK g‡W‡ji eY©bvt

• wm2we t KbwRDgvi Uz weR‡bm ev †fv³v †_‡K e¨emvqx msµvšÍ BKgvm© wm2we 

bv‡g cwiwPZ| †h B-Kgv‡m© cY¨ mivmwi †fv³vi KvQ †_‡K e¨emvqxiv MÖnY

K‡i, Zv‡K wm2we ejv nq|

D`vniYt Priceline.com
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• wm2wmt KbwRDgvi Uz KbwRDgvi ev †fv³v †_‡K †fv³v msµvšÍ †jb‡`b B-

Kgvm© wm2wm bv‡g cwiwPZ| ˆewk¦K A_©‰bwZK e¨e¯’vq GKRb †fv³v wb‡RB

we‡µZv n‡q Ab¨ †fv³vi Kv‡Q wb‡Ri cY¨ ev †mev wewµ Kivi cÖqvm Pvjvq, 

G‡K wm2wm ejv nq|  

D`vniYt bikroy.com
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2.5 we2wR I wR2we e¨emvwqK g‡W‡ji eY©bvt

• we2wR t e¨emv †_‡K miKvi msµvšÍ †jb‡`b B-Kgvm© we2wR Gi gva¨‡g n‡q

_v‡K| G‡ÿ‡Î e¨emv cÖwZôvb I ivóªxq Lv‡Zi g‡a¨ Pzw³ ev †jb‡`b n‡q _v‡K

†hgb- ivóªxq †Kbv/‡ePv, jvB‡mÝ msµvšÍ Kvh©vewj, Ki cÖ`vb BZ¨vw` ‡ÿ‡Î|
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• wR2we t miKvi †_‡K e¨emv msµvšÍ †jb‡`b B-Kgvm© wR2we Gi gva¨‡g n‡q

_v‡K| †hgbt wbjvg, `icÖÎ Ges Av‡e`b Rgv BZ¨vw`|
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B-Kgv‡m©i AeKvVv‡gv

Aa¨vq -3



3.1 B-Kgvm© AeKvVv‡gvi g~j Dcv`vb¸‡jvi eY©bv t

•B›Uvi‡bU

• wUwmwc/AvBwc

• ivDUv‡ii dvskb Ges Acv‡ikb

•AvBwc A¨v‡Wªm

• wWGbGm

•BD.Avi.Gj

•B›Uvi‡bU mvf©vi Ges K¬v‡q›U

•B‡gBj cÖ‡UvKj

• ‡cvU©m Ges GBPwUwUwc
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3.2 Iqvì© IqvBW I‡qe Ges gvK©Avc j¨vs¸‡qR Gi e¨vL¨v

WWW Gi AvwK©‡UKPvi
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Acv‡ikb Ae Iqvì© IqvBW I‡qe t
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Hypertext Markup Language:

HTML :
<html>

<head>
<title> Hypertext Markup Language 

.</title>
</head>
<body>

<h1> Hypertext Markup Language .</h1>
</body>

</html>
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•XML: 

<computer>
<manufacturer>Dell</manufacturer>
<model>XPS17</model>
</computer>
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3.3 B›Uªv‡bU Ges G·Uv‡b‡Ui e¨vL¨v

• B›Uªv‡bUt

B›Uªv‡bU n‡”Q †Kv‡bv Kw¤úDUvi Gi cÖvB‡fU Kw¤úDUvi †bUIqvK©| B›Uªv‡b‡U cÖwZwU

Kw¤úDUvi ci¯ú‡ii mv‡_ hy³ †_‡K ci¯ú‡ii g‡a¨ †hvMv‡hvM I Av`vb cÖ`vb Ki‡Z cv‡i| 

wKšÍy B›Uªv‡bU Gi evB‡ii †Kv‡bv Kw¤úDUvi B›Uªv‡bU Gi wfZ‡ii †Kv‡bv Kw¤úDUvi Gi mv‡_ 

†hvMv‡hvM Z_v Z_¨i Av`vb cÖ`vb Ki‡Z cv‡i bv| AvBwc A¨v‡Wªm Gi gva¨‡g B›Uªv‡bU Gi

Af¨šÍ‡i cÖwZwU m`m¨ Kw¤úDUvi GK Ac‡ii mv‡_ †hvMv‡hvM eRvq iv‡L|

B›Uªv‡bU Gi myweavt

1. B›Uªv‡bU Gi gva¨‡g mn‡R Ges Kg Li‡P †Kv‡bv cÖwZôv‡bi mKj m`m¨iv †hvMv‡hvM ¯’vcb

Ki‡Z cv‡i|

2. Kg mg‡q B›Uªv‡bU Gi gva¨‡g Bbdi‡gkb †kqvi Kiv m¤¢e|

3. Ci¯úi mn‡hvwMZvi gvaª‡g wUg Iqv©K Gi Kg©`ÿZv ev‡o|

4. Kv‡Ri MwZ evovq Ges LiP Kgvq|

5. wbivcËv eRvq _v‡K|

6. BwgwW‡qU †Kv‡bv Avc‡WU n‡j B›Uªv‡bU Gi gva¨‡g mK‡j †h †Kv‡bv mgq Ges †h †Kv‡bv

¯’v‡b ZvrÿwYK †imcÝ Ki‡Z cv‡i|
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wPÎt B›Uªv‡bU
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G·Uªv‡bU t

G·Uªv‡bU n‡”Q †Kv‡bv cÖwZôv‡bi cÖvB‡fU Kw¤úDUvi †bUIqvK©| 

G·Uªv‡b‡Ui cÖwZwU Kw¤úDUvi ci¯ú‡ii mv‡_ hy³ †_‡K ci¯ú‡ii

g‡a¨ †hvMv‡hvM Av`vb-cÖ`vb Ki‡Z cv‡i| G·Uªv‡b‡U ïaygvÎ

Aby‡gvw`Z †Kv‡bv evB‡ii Kw¤úDUvi wfZ‡ii †Kv‡bv Kw¤úDUv‡ii

mv‡_ B›Uvi‡b‡Ui gva¨‡g †hvMv‡hvM I Z‡_¨i Av`vb-cÖ`vb Ki‡Z

cv‡i| Gfv‡eB G·Uªv‡bU †Kv‡bv e¨emv cÖwZôvb‡K Zvi Kv÷gvi Ges

mvcøvBqvi Gi g‡a¨ †hvMv‡hvM eRvq ivL‡Z mvnvh¨ K‡i|

G·Uªv‡bU Gi myweavt

• wi‡qj UvBg gv‡K©wUs m¤¢e nq|

• wewµ Kvh©Kifv‡e e„w× cvq|

• AbjvB‡b Kv÷gvi‡`i mv‡cvU© †`qv m¤¢e nq|

• cvU©bvi‡`i mv‡_ †hvMv‡hvM mnR nq|

• Gbf‡qwms Bbdi‡gkb A¨v‡·m Kiv mnR nq|
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wPÎt G·Uªv‡bU
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3.4 ‡÷v‡iR Gwiqv †bUIqvK© (GmGGb), fvP©yqvj cÖvB‡fU †bUIqvK© (wfwcGb) Gi e¨vL¨v t

‡÷v‡iR Gwiqv †bUIqvK© (GmGGb) t

GmGGb n‡jv Ggb GKcÖKvi †bUIqvK©, 

†hLv‡b mvf©vi wn‡m‡e ci¯úihy³ KZK¸‡jv

†÷v‡iR wWfvBm e¨eüZ nq| †÷v‡iR

wWfvBm¸‡jvi g‡a¨ h_vµ‡g AcwUK¨vj wW¯‹, 

wifv‡Û›U A¨v‡i Ae BbwW‡cb‡W›U wW¯‹ Ges

†Uc e¨vKAvc e¨envi Kiv nq| B-Kgvm©, 

AbjvBb †jb‡Rb, B‡jKUªwbK fwës, WvUv

mvf©vi, WvUv gvBwbs, B›Uvi‡bU eªvDwRs, 

G›UvicÖvBR WvUv‡em Ges AbjvBb Z_¨

e¨vKAv‡ci Rb¨ GmGGb Kvh©Ki|

c„ôv - 49



‡÷v‡iR Gwiqv †bUIqvK© Gi †jqvi t

• ‡nv÷ †jqvit

• mvf©vi mg~n †nv÷ †jqvi G Ae¯’vb K‡i|

• IGm Ges †÷v‡iR wWfvBm¸‡jv evm A¨vWvÞv‡ii gva¨‡g hy³ _v‡K|

•d¨vweªK ¯Íit

• ‡bUIqvwK©s wWfvBm¸‡jv G ¯ Í‡i Ae¯’vb K‡i|

• ‡mvm© †_‡K MšÍ‡e¨ WvUv UªvÝdv‡i wWfvBm¸‡jv mvnvh¨ K‡i|

• ‡÷v‡iR ¯Íit

• ‡÷v‡iR wWfvBm Ges †÷v‡iR Gwiqv †bUIqvK© wb‡q G ¯Íi MwVZ|

• cÖ‡Z¨KwU †÷v‡iR wWfvBm GKwU jwRK¨vj BDwbK bv¤^vi aviY K‡i|

• jwRK¨vj BBwbK bv¤^vi Øviv BDwbKfv‡e cÖ‡Z¨KwU wWfvBm‡K kbv³ Kiv

hvq|
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‡÷v‡iR Gwiqv †bUIqvK© Gi myweavt

• ‡÷v‡iR wWfvBm¸‡jv wm‡÷g †_‡K ¯^vaxb Ges †÷v‡iR Gwiqv †bUIqvK© 

e¨envi K‡i Zv‡`i‡K A¨v‡·m Kiv nq| d‡j mn‡RB †÷v‡iR wWfvBm

evov‡bv ev Kgv‡bv hvq|

• ‡÷v‡iR WvUv †jvKvj UªvwdK Øviv cÖfvweZ nq bv| d‡j fv‡jv Kvh©KvwiZv

cvIqv hvq|

• ‡÷v‡iR Gwiqv †bUIqv‡K© WvUv LyeB wbivc‡` _v‡K| Pzwi ev Kwc Kivi

m¤¢vebv _v‡K bv|

• ‡÷v‡iR Gwiqv †bUIqv‡K© WvUvi GKwU wi‡gvU Kwc _v‡K| hw` wm‡÷g 

†dBwjDi nq ev cÖvK„wZK †`‡h©v‡M wm‡÷‡gi Kvh©ÿgZv bv _v‡K, Zvn‡j

wi‡gvU Kwc Øviv WvUv cvIqv hvq|

‡÷v‡iR Gwiqv †bUIqvK© Gi Amyweavt

• we¯Í …Z A¨vwcø‡Kk‡bi †ÿ‡Î †÷v‡iR Gwiqv †bUIqvK© axiMwZ‡Z KvR K‡i|

• ‡÷v‡iR Gwiqv †bUIqvK© GKwU †kqvW© Gbfvqib‡g‡›U KvR K‡i| d‡j

WvUv duvm nIqvi m¤¢vebv _v‡K|
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fvP©yqvj cÖvB‡fU †bUIqvK© (wfwcGb) t

cÖvB‡fU †bUIqvK©‡K cvewjK †bUIqv‡K© hy³ Kivi Rb¨ †h cÖ‡UvKj

e¨envi Kiv nq, Zv‡K fvP©yqvj cÖvB‡fU †bUIqvK© ev wfwcGb e‡j|
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fvP©yqvj cÖvB‡fU †bUIqvK© (wfwcGb) Gi myweavt

• K¬v‡q›U A_ev B›Uvi‡bU mvwf©m ‡cÖvfvBWvi‡`i Rb¨ we‡kl my‡hvM m„wó K‡i

†`q| G‡K Uv‡bwjs cÖ‡UvKj e‡j|

• me ai‡bi e„nr †bUIqvK© cÖ‡UvKj mv‡cvU© K‡i|

• GMwRw÷s KwgDwb‡Kkb wMqvi e¨envi Kiv hvq|

• GMwRw÷s †bUIqvK© A¨v‡Wªm e¨envi Kiv hvq|

• ‡d¬v K‡›Uªvj AšÍf©y³ Kiv hvq|

• bZzb BÛvw÷ ªi Rb¨ myweavRbK|

• AvBGmwc Gi Rb¨ f¨vjy †hvM Kivi myweav Av‡Q|

• m¯Ív Ges mn‡R Bw¤úø‡g›U Kiv hvq|

• wmwKDwiwUi wbðqZv †`q|

• n¨vwKs Gi nvZ †_‡K iÿv cvIqv hvq| KviY, ïaygvÎ A‡_vivBRW MÖvnK

e¨envi Ki‡Z cv‡i|
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3.5 B›Uvi‡bU ms‡hv‡M (Wvqvj Avc, AvBGmwWGb, eªWe¨vÛ ms‡hvM, 

Iq¨vi‡jm ms‡hvM) e¨vL¨v t

Wvqvj Avc t Wvqvj Avc c×wZ‡Z B›Uvi‡b‡Ui mv‡_ wcwm mshy³ Ki‡Z

†Uwj‡dvb jvBb e¨envi Kiv nq| Wvqvj Avc Kv‡bKkb ms‡hv‡Mi Rb¨ GKwU

g‡Wg e¨envi Kiv nq|

Wvqvj Avc Kv‡bKk‡b e¨eüZ `ywU cÖ‡UvKj n‡jv-

• wmwiqvj jvBb B›Uvi‡bU cÖ‡UvKj (GmGjAvBwc)|

• c‡q›U-Uz-c‡q›U cÖ‡UvKj (wcwcwc)|
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• AvBGmwWGb t AvBGmwWGb B›Uvi‡b‡U ms‡hv‡Mi Rb¨ †Uwj‡dvb jvBb e¨envi

Kiv nq| Z‡e G‡ÿ‡Î A¨vbvjM wmMb¨v‡ji cwie‡Z © wWwRUvj wmMb¨vj e¨envi

Kiv nq|

AvBGmwWGb G e¨eüZ ỳwU †UKwbK n‡jv-

• ‡ewmK †iU B›Uvi‡dm (weAviAvB)

• cÖvBgvwi †iU B›Uvi‡dm (wcAviAvB)
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• Iq¨vi‡jm B›Uvi‡bU Kv‡bKkbt Iq¨vi‡jm B›Uvi‡bU Kv‡bKkb c×wZ‡Z

B›Uvi‡b‡Ui mv‡_ hy³ n‡Z †iwWI wd«Kz‡qwÝ e¨envi Kiv nq| GwU n&vB w¯úW

WvUv cÖ`vb K‡i| Iq¨vi‡jm B›Uvi‡bU Kv‡bKkb IqvBdvB, IqvBg¨v· Ges

eøyUz_ Gi gva¨‡g Avgiv †c‡q _vwK|
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• eªWe¨vÛt eªWe¨vÛ ej‡Z Ggb GKwU †hvMv‡hv‡Mi cÖhyw³‡K eySvq, †hLA‡b

cÖvn‡Kiv w÷ ªwgs AwWI Ges wfwWI dvBj GKUv MÖnY‡hvM¨ MwZ‡Z Pvjv‡Z

mÿg|
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B-Kgvm© gv‡K©wUs Gi aviYv

Aa¨vq-4



4.1 ‡UªwWkbvj gv‡K©wUs Gi ˆewkó¨t

• Kv÷gvi †dvKvm

• Kv÷gvi mš‘wó

• Ae‡Rw±f-Iwi‡q‡›UW

• gv‡K©wUs wkí I weÁvb DfqB

• avivevwnKZv I wbqwgZ Kvh©µg

• G·‡PÄ cÖwµqv

• gv‡K©wUs cwi‡ek

• Gv‡K©wUs wg·

• Bw›U‡MÖ‡UW A¨v‡cÖvP

• Kgvwk©qvj Ges bb-Kgvwk©qvj cÖwZôvb

• wcÖwmWm A¨vÛ d‡jvm †cÖvWvKkb
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4.2 B-gv‡K©wUs Gi msÁv

•B-gv‡K©wUs t B-gv‡K©wUs ej‡Z Ggb wKQz gv‡K©wUs g~jbxwZ I 

†KŠkj‡K eySvq, †hLv‡b B‡jKUªwbK wgwWqv Z_v B›Uvi‡bU‡K

e¨envi K‡I c‡Y¨i gv‡K©wUs Kiv nq| B-gv‡KwUs n‡”Q cÖ_vMZ

gv‡K©wUs Ges Z_¨cÖhyw³i GKxf~ZKiY|

•B-gv‡K©wUs Gi ‡g_Wmg~nt

mvP©-BwÄb gv‡K©wUs

wWm‡cø A¨vWfviUvBwRs

B-‡gBj gv‡K©wUs

B›UviA¨vw±f gv‡K©wUs

eøM gv‡K©wUs

fvBivj gv‡K©wUs
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‡UªwWkbvj gv‡K©wUs Gi Zzjbvq B-gv‡K©wUs Gi myweavt

 ‡¯‹vc - e¨emv cwiwa mviv wek¦

 B›UviA¨vw±wfwU - †µZv I we‡µZvi g‡a¨ B›UviA¨vw±wfwU

 ‡jv-K÷ - weÁvcb¸‡jv‡K †h †Kvb mg‡q me©wb¤œ Li‡P Avc‡WU Kiv hvq

 I‡qf A¨vWm - AwWI, MÖvwd· I A¨vwb‡gkb e¨envi K‡i †µZv‡K AvK…ó 

Kiv hvq

 ‡c-cvi wK¬K - cÖwZ wK¬K Gi Rb¨ A_© cÖ`vb Kiv|

 24/H gv‡K©wUs - w`bivZ 24 N›Uv †h †Kvb mgq †µZv ‡KbvKvUv Ges †c‡g›U

Ki‡Z cv‡i|

4.3 B-gv‡K©wUs eySvi Rb¨ cÖ‡qvRbxq wecYb aviYv¸‡jv eY©bvt
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B-Kgvm© eyS‡Z ‡h mKj †ewmK gv‡K©wUs Kb‡mÞ _vKv Riæwi t

• ‡cÖvWv± Kb‡mÞ

• ‡mwjs Kb‡mÞ

•gv‡K©wUs Kb‡mÞ

•mvgvwRK aviYv

• ‡fv³v‡`i Pvwn`v c~i‡Y g‡bv‡hvMx nIqv

•mgvRKj¨v‡Y f‚wgKv ivLv|

• ‡Kv¤úvwbi gybvdv AR©‡b f~wgKv ivLv|
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4.4 B-A¨vWfviUvBwRs Ges B-eª̈ vwÛs Gi msÁv t

B-A¨vWfviUvBwRs t B-A¨vWfviUvBwRs n‡jv Ggb weÁvcb hv †KvbI

e¨emv‡qi cY¨ I cwi‡levw` cÖPvi I weµq mnvqZv Ki‡Z B›Uvi‡bU Ges

wWwRUvj wgwWqv e¨envi K‡i|

• I‡qe e¨vbvi weÁvcb

• Iqvj †ccvi weÁvcb

• cc Avc weÁvcb

• ‡d¬vwUs weÁvcb

• GW‡mÝ weÁvcb

B-eª̈ vwÛs t B-eª¨vwÛs n‡”Q GKwU †Kv¤úvwbi f¨vjym, A¨vwUPzW, wfkb-wgkb, 

cvi‡mvbvwjwU Ges A¨vwcqv‡iÝ Gi mgwó, †h¸‡jv B›Uvi‡b‡Ui gva¨‡g 

AwW‡qÝ‡`i mvg‡b cÖKvk Kiv nq|

• BDwUDe

• ‡mvk¨vj wgwWqv/‡dBmeyK

• Bqvû

• gywfm
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4.5 AbjvBb gv‡K©wUs mg_©b K‡i Ggb cÖavb cÖhyw³¸‡jvi eY©bv t

• we‡kølY

• iƒcvšÍi AwÞgvB‡Rkb

•cybivq gv‡K©wUs

• cÖMwZkxj weÁvcb hy³KiY

• wi‡qj UvBg wewWs

• K¬v‡q›U A¨v‡µvm w¯Œb

• ‡mvk¨vj wgwWqv Ges GmBI

• wj¼ m¤¢ve¨

• mvP© Kz‡qwi fwjDg

• eª̈ vÛ wmMb¨vj

• UªvwdK fwjDg Ges mvB‡Ui e¨¯Í¥Zv

• A‡_viwkc

• ‡cÖvdvBj i¨vw¼s

• ‡gvevBj
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4.6 B-wmAviGg Gi eY©bv t

• Kv÷gvi‡`i mv‡_ m¤ú‡K©i e¨e ’̄vcbv t Kv÷gvi‡`i mv‡_ m¤ú‡K©i e¨ ’̄vcbv n‡jv eZ©gvb I m¤¢ve¨

Kv÷gvi‡`i mv‡_ B›UviA¨v± Kivi GKwU c×wZ| GwU Kv÷gvi‡`i mv‡_ e¨emvwqK m¤úK© e„w× Kivi

j‡ÿ¨ Kv÷gvi‡`i BwZnvm m¤úwK©Z WvUv we‡kølY K‡i Ges Kv÷gvi‡`i RxebhvÎvi gv‡bi Dci

g‡bv‡hvM †`q| djkÖæwZ‡Z weµq Z¡vivwš^Z nq| Kv÷gvi‡`i BwZnvm m¤úwK©Z WvUv Zv‡`i I‡qemvBU, 

B-‡gBj, †Uwj‡dvb Z_v mvgvwRK †hvMv‡hv‡Mi gva¨‡g †_‡K msMÖn K‡i| wmAviGg c×wZi gva¨‡g 

Uv‡MU/cÖ‡qvRb m‡e©vËgfv‡e c~i‡Yi ‡Póv K‡i| d‡j †µZvi g‡bv‡hvM AvKwl©Z nq Ges wewµ e„w× cvq|
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• wmAviGg Gi Dcv`vb t

• gv‡K©wUs A‡Uv‡bkb t wmAviGg gv‡K©wUs cÖ‡Póv‡K DbœZ Ki‡Z KvR K‡i

_v‡K|

• ‡mjm †dvm© A‡Uv‡bkb t wmAviGg Gi GB Dcv`vbwU Kv÷gvi‡`i

B›UviA¨v±¸‡jv‡K Uª̈ vK K‡i Ges †m Abycv‡Z e¨emvwqK †KŠkj AbymiY

K‡i| G‡Z bZzb Kv÷gvi AvKwl©Z nq|

• ‡hvMv‡hv‡Mi †K›`ª A‡Uv‡bkb t wmAviGg G GKwU K›Uªv± †m›Uvi wWRvBb

Kiv n‡q‡Q| G K›Uªv± †m›Uvi Kv÷gvi‡`i mgm¨v mgvavb Ges Z_¨ cÖPv‡i

mnvqZv K‡i|

• wRIjwRK¨vj cÖhyw³ t wmAviGg wm‡÷‡g Ggb cÖhyw³ AšÍfz©³ K‡i, hv

MÖvnK‡`i kvixwiK Ae¯’v‡bi Dci wfwË K‡i gv‡K©wUs cÖPvi Awfhvb Pvjvq|

• Kvh©cÖevn A‡Uv‡bkb t wmAviGg µgvMZ m„Rbkxj I D”P¯Í‡ii Kvh©¸‡jv‡Z

†dvKvm Kivi Rb¨ Kg©Pvix‡K Gbvej K‡i Ges Kv‡Ri †jvW¸‡jv‡K

AwÞgvBRW Ki‡Z mnvqZv K‡i|

• wjW g¨v‡bR‡g›U t †mjm& wjW¸‡jv wmAviGg Gi gva¨‡g Uª̈ vK Kiv †h‡Z

cv‡i| d‡j weµq wUg¸‡jv we‡kølY Ki‡Z mÿg nq|
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B-Kgvm© cwi‡ek

Aa¨vq-5



5.1 B-Kgvm© Øviv D_vwcZ cÖavb mgm¨vmg~nt

• AbjvB‡b cwiPq hvPvB‡qi Abycw ’̄wZ,

• cÖwZ‡hvwMZv we‡kølY Ges wU‡K _vKv

• cyivZb c×wZ‡Z weµq

• kwcs KvU© mgm¨v

• MÖvn‡Ki AvbyMZ¨ eRvq ivLv

• cY¨ wd‡i Avmv Ges †di‡Zi wPšÍv gv_vq ivLv

• g~j¨ Ges wkwcs Gi Dci cÖwZ‡hvwMZv K‡i wU‡K _vKv

• LyPiv we‡µZv Ges Drcv`bKvix‡`i weiæ‡× cÖwZ‡hvwMZv Kiv

• WvUv myiÿvi mgm¨v

• ‡UªWgvK© wbivcËv mgm¨v

• KwcivBU mgm¨v

• ‡jb‡`bRwbZ mgm¨v
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5.2 cÖvB‡fwm m¤úwK©Z †gŠwjK aviYvt

cÖvB‡fwm n‡jv †Kv‡bv e¨w³MZ Z‡_¨ A¨v‡·m wbqš¿Y Kivi AwaKvi|

• GKv _vKvi AwaKvi

• mxwgZ Z_¨ cÖ`v‡bi AwaKvi

• Z‡_¨i Dci wbqš¿Y

• ‡MvcbxqZvi gvÎv

• Z_¨ †Mvcb Kiv

• e¨w³ ¯^Zš¿Zv Ges e¨w³¯^vaxbZv

• AvZ¥-cwiPq Ges e¨w³Z¡ weKvk

• AšÍi½Zv

• e¨w³MZ †MvcbxqZv

• mvsMVwbK
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5.3 n¨vKvi Ges µ¨vKvit

• n¨vKvi t n¨vKvi n‡jv H e¨w³ ‡h Kw¤úDUv‡ii gva¨‡g ÿgZv Awc©Z

nqwb Ggb WvUv‡Z cÖ‡ek K‡i KvR Kivi ÿgZv AR©b K‡i| 

• ‡nvqvBU n¨vKvi

• ‡MÖ n¨vU n¨vKvi

• eø̈ vK n¨vU n¨vKvi

•µ¨vKvi t µ¨vKviI GK ai‡bi n¨vKvi wKš‘ Zviv Zv‡`i ÿgZv‡K

Acivag~jK KvR Kivi Rb¨ e¨envi K‡i|
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n¨vKv‡ii cÖKvi‡f`t

• ‡nvqvBU n¨vKvi

• eø¨vK n¨vKvi

• ‡MÖ n¨vKvi

• w¯ŒÞ wKwW n¨vKvi
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5.4 ‡MvcbxqZvi ûgwK¯̂iƒc B-Kgvm© cÖwZôvb¸‡jvi Kvh©µg t

• Avw_©K RvwjqvwZ

• ¯ú¨vwgs

• wdwks

• DDoS Attacks (Distributed Denial of Service) t `~wlZ Uª¨vwd‡Ki

mv‡_ jÿ¨e¯‘ e‡q Avb‡Z GKwU GKK B›Uvi‡bU mshy³ wWfvBm e¨envi Kiv|

• eªæU-‡dvm© t eªæU-‡dvm© Øviv Avcbvi AbjvBb †÷v‡ii A¨vWwgb c¨v‡bjwU‡K jÿ

K‡i AvµgY Kiv nq|

• GmwKDGj Bb‡RKkb

• ‡µvm mvBU w¯ŒwÞs

• Trojan Horses t GwU Ggb GKwU g¨vjIqvi hv ˆea mdUIq¨vi wn‡m‡e

QÙ‡ek aviY K‡i|
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5.5 AbjvBb cÖvB‡fwm iÿv Kivi Rb¨ e¨eüZ wewfbœ c×wZ t

• Switch to HTTPS

• Secure your servers and admin panels

• Payment geteway security

• Antivirus and anti-malware software

• Use Firewall

• Secure your website with SSL certificate

• Employ Multi-Layer security

• E-commerce security plugin

• Backup your data

• Stay Updated

• Opt for a solid e-commerce platform

• Train your staff better

• Keep an eye out for Malicious Activity

• Educate your clients
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B-Kgvm © ‡c‡g›U wm‡÷g

Aa¨vq - 6



6.1 cÖ_vMZ †c‡g›U wm‡÷‡gi ˆewkó¨mg~nt

c‡Z¨K e¨emvi Rb¨B †jb‡`b n‡”Q me©cÖ_g wPšÍv| Avi cÖ_vMZ

†c‡g›U wm‡÷‡gi g‡a¨ me‡P‡q †ewk e¨eüZ c×wZ n‡jv K¨vk

†jb‡`b|

•K¨vkt K¨vk n‡jv †jb‡`‡bi me‡P‡q mnR, wbivc` I enb‡hvM¨

c×wZ| 

c„ôv - 78



6.2 B-Kgv‡m © e¨eüZ wewfbœ †c‡g›U wm‡÷gt

• ‡µwWU KvW©t ‡µwWU Kv‡W©i Rb¨ cÖ_‡g e¨vs‡K Av‡e`b K‡i‡Z nq| Aby‡gvw`Z KvW©avwi

GKUv wbw`©ó cwigvY UvKv webv evavq Zzj‡Z cv‡i ev LiP Ki‡Z cv‡i|

• ‡WweU KvW©t e¨vs‡K A¨vKvDU †Lvjvi ci Zviv Avcbv‡K GKwU ‡WweU KvW© w`‡e| KLbI

KLbI Gi e¨envi webvg~‡j¨ Avevi KLbI KLbI Gi Rb¨ wd w`‡Z nq|

• ¯§vU© KvW©t GKwU ¯§vU© KvW©, mvaviYZ GK ai‡bi wPc KvW©, hv GKwU cøvw÷K KvW©, †hwU

Gg‡e‡WW Kw¤úDUvi wPc| GB wPcwU †ggwi ev gvB‡µvcÖ‡mmi UvBc, hv WvUv mÂq K‡i

I †jb‡`b K‡i|

• B-gvwbt B-gvwb gv‡b n‡jv B‡jKUªwbK gvwb| †hgb- †µwWU KvW©, †WweU KvW© Ges ACH 
(Automated Clearing House) †bUIqvK© B-gvwb Gi AšÍfz©³|

• ‡ccvjt ‡ccvj n‡jv GKwU AbjvBb Avw_©K †mev`vbKvix ev cwi‡lev, hv Avcbv‡K myiwÿZ

B›Uvi‡bU A¨vKvD›U e¨envi K‡i A_© †jb‡`b Kivi AbygwZ †`q|

• B‡jKUªwbK dvÛ UªvÝdvit GwU Ggb GK ai‡bi A_© ¯’vbvšÍi c×wZ, ‡hLv‡b mivmwi

KvM‡Ri A‡_©i nvZ e`‡ji cÖ‡qvRb QvovB e¨emv ev ¯̂Zš ¿ A¨vKvD›U¸‡jv‡Z A_© ¯’vbvšÍi

Kiv hvq| †hgbt †eZb-fvZv cÖ`vb, †WweU KvW© ev †µwWU Kv‡W© ¯’vbvšÍi ev Ab¨vb¨ A_© 

cÖ`v‡bi Rb¨ GwU e¨eüZ nq|
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6.3 B-Kgv‡m © wewfbœ †c‡g›U wm‡÷g¸‡jvi †c‡g›U c×wZt
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Debit card work
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Smart card work
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Paypal work
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B-Kgvm© wbivcËv e¨e¯’v

Aa¨q-7



7.1 B-Kgvm© Aciv‡ai my‡hvMt

•GmwKDGj Bb‡RKkbt

• evdvi Ifvi †d¬vt hLb †Kv‡bv GKwU ‡cÖvMÖv‡gi BbcyU Zvi eivÏ

Kiv †ggwii †P‡q †ewk RvqMvq wjL‡Z cv‡i, ZLb evdvi Ifvi †d¬v

nq| n¨vKvi evdvi Ifvi †d¬v e¨envi K‡i cy‡iv ‡cÖvMÖv‡gi K‡›Uªvj

wb‡Z cv‡i ev †cÖvMÖvgwU µ¨vk Kwi‡q w`‡Z cv‡i| 

•µm mvBU w¯ŒcwUst

•Awbivc`fv‡e mivmwi Ae‡R± †idv‡iwmst

•mwVKfv‡e Gii n¨v‡Ûj bv Kivt

•cÖvBR g¨vwbcy‡jkbt

• wdwks A¨vUvKt

•`ye©j A‡_bwU‡Kkb I A‡_vivB‡Rkb c×wZt
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7.2 B-Kgvm© cwi‡e‡k wbivcËv ûgwKt

B-Kgvm© ej‡Z B›Uvi‡b‡Ui gva¨‡g evwYwR¨K †jb‡`b‡K

eySvq| †gvevBj Kgvm©, B›Uvi‡bU gv‡K©wUs, AbjvBb

Uªvb‡RKkb cÖ‡mwms, B‡jKwUªK dvÛ UªÝdvi B‡jKUªwbK

WvUv B›Uvi‡PÄ BZ¨vw` wewfbœ cÖhyw³i Dci wfwË K‡i B-

Kgvm© ˆZwi|

•B‡jKUªwbK †c‡g›U wm‡÷gt KvMR wenxb Avw_©K 

†jb‡`b‡K eySvq|

•cÖZviYvi SuywKt cvmIqvW© Ges wbivcËv cÖ‡kœi

•Ki duvwK †`Iqvi SuywK

•Kbwd¬± ev msNl© mgm¨v
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•B-K¨vkt B-K¨vk GKwU KvMRwenxb Uªvb‡RKkb e¨e¯’v| UªvbwRU

KvW ©, †ccvj, ¸Mj‡c, GwUGg BZ¨vw`|

• Bmÿ Kvix t Zviv e¨vsK ev bb-e¨vsK cÖwZôvb n‡Z cv‡i|

• MÖvnKt Zviv B-K¨vk e¨qKvix|

• e¨emvqx t Zviv B-K¨vk cÖvß we‡µZviv|

• wbqš¿K t KZ©„cÿ ev U¨v· G‡RwÝi mv‡_ m¤úwK©Z|

e¨vK‡Wvi AvµgY t GwU Ggb GK ai‡bi AvµgY hv

AvµgYKvix‡K mvaviY cÖwµqv¸‡jv evBcvm K‡i GKwU wm‡÷g‡K

Abby‡gvw`Z A¨v‡·m †`q| 

mivmwi A¨v‡·m AvµgY t wewfbœ ai‡bi mdUIq¨vi Bb÷j Kivi

Rb¨ Kw¤úDUv‡i wdwRK¨vj A¨v‡·m AR©b K‡i †d‡j|
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•‡µwWU/‡WweU KvW© RvwjqvwZ t 

• w¯‹wgs t GwU GwUGg Kv‡W© WvUv w¯‹wgs wWfvBm mshy³ Kivi cÖwµqv|

• wfwks t wfwks Ggb GKwU wµqvKjvc hv‡Z †KvbI AbycÖ‡ekKvix

†gvevB‡j GmGgGm †cÖi‡Yi gva¨‡g e¨enviKvixi ms‡e`bkxj Z_¨

A¨v‡·m K‡i|

• wdwks t wdwks Ggb GKwU wµqvKjvc hv GKRb AbycÖ‡ekKvix

e¨enviKvixi cvmIqvW©, e¨enviKvixi bvg Ges †µwWU Kv‡W©i wek` 

BZ¨vw` A¨v‡·m K‡i †d‡j|
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7.3 B-Kgvm© wbivcËv wbwðZ Kivi Rb¨ c`‡ÿc t

•Gbwµckb t Z_¨ †cÖiK GKwU †Mvcb †KvW e¨envi K‡i WvUv GbwµÞ

K‡b Ges †KejgvÎ wbw`©ó cÖvwß GKB ev wfbœ †Mvcb †KvW e¨envi K‡i

WvUv wWwµÞ Ki‡Z cv‡i|

• wWwRUvj ¯^vÿi t wWwRUvj ¯^vÿi n‡jv Gbwµckb Ges cvmIqv‡W©i

gva¨‡g cÖgvwYZ GKwU B-¯^vÿi|

• wbivcËv cÖksmvcÎ t wbivcËv cªksmvcÎ GKwU ¯Ẑš ¿ I‡qemvBU ev

e¨enviKvixi cwiPq hvPvB Ki‡Z e¨eüZ GK Abb¨ wWwRUvj AvBwW|
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G QvovI B-Kgv‡m©i †ÿ‡Î wb‡¤œv³ wel‡qi cÖwZ †Lqvj ivL‡Z n‡e t

• B-‡gBj A¨v‡Wªm, †µwWU KvW© bv¤^vi, cvm‡cvU© bv¤^vi, e¨vsK A¨vKvD›U

bv¤^vi, AvBwW KvW© bv¤^vi, WªvBwfs jvB‡mÝ bv¤^vi BZ¨vw` †kqvi †_‡K weiZ

_vKv|

• mKj A¨vKvDb&-Gi BDRvi †bg Ges cvmIqvW© GKB bv †i‡L wfœ wfbœ ivLv, 

hv‡Z GKwU A¨vKvB›U n¨vK n‡jI mg¯Í A¨vKvB›U GKmv‡_ n¨vK bv nq|

• e¨emvwqK Z_¨ †jb‡`‡bi †ÿ‡Î mZK©Zv Aej¤^b Kiv|

• ‡mvk¨vj wgwWqv‡Z ¯’vqx I eZ©gvb wVKvbv mevi Rb¨ Db¥y³ bv ivLv|

• B›Uvi‡b‡U WKz‡g›U †kqv‡ii †ÿ‡Î ïaygvÎ evQvBK„Z gvbyl‡`i †`Lvi my‡hvM

†`qv|

• ‡Kv‡bv I‡qemvB‡U mvBUwU wmwKDi wKbv A_©vr HTTPS e¨envi Ki‡Q wKbv

†mw`‡KI †Lqvj ivL‡Z n‡e|
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7.4 ‡UK‡bvjwR Kxfv‡e B›Ui‡b‡U ‡cÖwiZ †g‡m‡Ri wbivcËv iÿvq

mnvqZv K‡i

•A¨vwcø‡Kkb wbivcËv t

•Z_¨ wbivcËv t

•‡bUIqvK© wbivcËv t

•I‡qemvBU wbivcËv t

•GÛc‡q›U wbivcËv t
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7.5 B›Uvi‡b‡U wbivcËv cÖ‡UvKjt

• wmwcDi m‡KU †jqvi (GmGmGj) t

oAuthentication

oEncryption

o Integrity

oNon-Reputability

• wmwKDi nvBcvi‡U·U UªvÝdvi cÖ‡UvKj (GmGBPwUwUwc) t GmGBPwUwUwc

K¬v‡q›U Ges mvf©v‡ii g‡a¨ Gbwµckb w¯‹g wn‡m‡e KvR K‡i|

• wmwKDi B‡jKUªwbK Uªvb‡RKkb t GwU gv÷viKvW© Ges wfmvi mn‡hvwMZvq

mgš̂‡q GKwU myiÿv cÖ‡UvKj|

oKvW© avi‡Ki wWwRUvj Iqv‡jU mdUIq¨vi

ogv‡P©›U mdUIq¨vi

o‡c‡g›U †MUI‡q mvf©vi mdUIq¨vi

omvwU©wd‡KU A‡_vwiwU mdUIq¨vi
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7.6 B›Uvi‡bU KwgDwb‡Kkb P¨v‡b‡ji wbivc` ms‡hvM wbwðZ Ki‡Z

Ges †bUIqvK©, mvf©vi I K¬v‡q›U‡`i myiÿv wbwðZ Ki‡Z e¨eüZ

Uzjmt

• Secure Hypertext Transfer Protocol (S-HTTP)

• Virtual Private Networks (VPN)

• PPTP

• Firewall

• Proxy Server

• Operating Sysntem

• Anti-virus Software

c„ôv - 94



c„ôv - 95


